o 
o 

CM 
00 
I 

O) 
CO 

o 



CD 
CM 
O 
Q_ 

CNJ 
CO 

in 



8 

2 



31*1 

0) L- LU 



_ CM 
CD *r 



CO h- LU CO 



CO 

0) . . 
CD 




° 5ig 



CO 
CO 
LU 
O 
O 

a: 



ZD 
GO 

a: 

g 
o 



Oh-mUJ 

OW rO 

I I I 



Si 



CRYPTED 
ONTENT 


81 1 









CM 




ECURE 
EVICE 


SI 




h lS 001 






OCDj ^1 


CO Q 






QC£0 




CM 







oof 






CN4I 


4- 




ITAL 
HTS 
ENT 












O CE < 



col 



LU < 
LU ^ § 



oQui 

LU < 

CO QL 



§^ 

o>ct: 

LU LU 

CO O CO 



oarco 



col 
col 




Q co < h- 
z co a: <c 

< LU LU DC 

^<oo 

LU 

tr: 



o 
o 

CM 
00 



i 

00 

o 



00 
CNJ 

o 

Q_ 

CN 
GO 
N- 

in 



o 
z 



o 

8 



CD 

CL £ 

H w- Q.C0 

if JS 

-± <U o CD 

iS S "55 x -c 

CD I- t- LU CO 




o 
o 

CM 
00 
i 

I 



00 

g 



1 



a) 

CL C 

— 1 a) p 3 
E - ^ 

J= 9) « g 

"5>c > 
« a> l: w 
h c£ .. 



£ S V 5 O 

a) 



CD « 



-2 *; u5 X -c 
CO I- LU (/) 




O 

o- 





CONTENT 
PROVIDER 

16 






« 



Blakely, Sokoloff, Taylor & Zafman LLP (408) 947-8200 
Title: Multiple Content Provider User Interface 
1st Named Inventor: Jan Steenkamp 

Express Mail No.: EV 301 790453 US Docket No.: 5782P028 

Sheet: 5 of 21 



100 

J 



DETECT ACCESS OPERATION BY USER 
RELATING TO RIGHTS 
(E.G., CONTENT OR USER RIGHTS) AT DR AGENT 



102 



PERFORM USER AUTHENTICATION 



104 



PERFORM CRYPTOGRAPHIC OPERATION 
WITH RESPECT TO ACCESS OPERATION 



106 



END 

108 ) 



Fig. 5 



Blakely, Sokoloff, Taylor & Zafman LLP ( 40 8) 947 fl?nn 

Trtle: Multiple Content Provider User Interface 
1st Named Inventor: Jan Steenkamp 

ShEtVS IT" EV 301790453 US Docket N °- 5782P028 



110 

CONTENT PROVIDER ACCESSES WEBSITE OF 
DRM SERVICE PROVIDER VIA DR AGENT 
& EXECUTE POLICY MANAGER AND 
REGISTRATION MANAGER 

112 

I 

USING POLICY MANAGER, SETUP STANDARD 
PROFILES WITH BUSINESS RULES TO BE APPLIED 
TO CONTENT ( DR AGENT VERIFIES RIGHTS OF 
CONTENT PROVIDER) 
114 

1 

USING REGISTRATION MANAGER, REGISTER 
CONTENT ITEM WITH CONTENT SERVER AND 
ASSOCIATE CONTENT ITEM WITH PROFILE 
( DR AGENT VERIFIES RIGHTS OF CONTENT PROVIDER ) 



116 



1 


r 


DISTRIBUTE CON! 
CONTENT Dli 


ENT TO AFFILIATE 
STRIBUTORS 118 



ESTABLISH LINKS ( E.G., URLS) FOR CONTENT 
ITEM TO DR AGENT ( TO TRIGGER LICENSE REQUEST 
PROCESS AT CONTENT DESTINATION 



121 




Blakely, Sokoloff, Taylor & Zafman LLP (408) 947-8200 
Title: Multiple Content Provider User Interface 
1st Named Inventor: Jan Steenkamp 

Express Mail No.: EV 301790453 US Docket No - 5782P028 

Sheet: 7 of 21 



USER SELECTS LINE ( E.G., URL ) ASSOCIATED WITH 
CONTENT ITEM UTILIZING CLIENT DEVICE, 
AND CONNECTS WITH DR AGENT 

132 



130 



JAVASCRIPT DOWNLOADED TO CLIENT 
DEVICE TO AUTHENTICATE USER 
AND START LICENSE REQUEST PROCESS 



134 



T 



USER AUTHENTICATED USING DIGITAL SIGNATURE, 
USER NAME PASSWORD OR TLS/SSL - BASED CLIENT 
AUTHENTICATION AND USER RIGHTS 
RETRIEVED FROM USER SERVER 136 

r 



CLIENT REQUESTS LICENSE FOR 
SELECTED CONTENT 



138 



DR AGENT RETRIEVES CONTENT POLICY AND KEYS 
FROM CONTENT SERVER, CONSTRUCTS ML DOCUMENT 
INCLUDING LICENSE TERMS AND COMMUNICATES 
ML DOCUMENT TO CLIENT 

140 






CLIENT DISPLAYS 


J YES ■ 


TERMS AND 




PROMPTS USER FOR 




PIN /PASSWORD. 




144 



DR AGENT COMMUNICATES LICENSE ( INCL 
PROTECTED ENCRYPTION KEY ) TO CLIENT 
AND INSTRUCTS MEDIA 
SERVER TO COMMENCE DELIVERY OF 

CONTENT ITEM TO CLIENT 146 



Fig. 7 



o 
o 
eg 

CO 

i 

o> 

oo 
o 



00 

e 



o 
z 

o 
o 
Q 



'8 




N > 55 K 

0) U LU 

H c o 

o a> c ± ! 
"n CD 

.2 .ti « x n 

CD h r- IU {/) 




CJ) 



CD 



CD 



o > 
O UJ 




I 

Q 



<=> 




o 

° ■£ 

Q_ CD 

T3 E 
f= <D 
TO O) 
CO 

cr c 

<D TO 





E 

o 




Blakely. Sokoloff, Taylor & Zafman LLP (408) 947-8200 

Title: Multiple Content Provider User Interface 
1st Named Inventor: Jan Steenkamp 

Express Mail No.: EV 301790453 US Docket No.: 5782P028 

Sheet: 14 of 21 



MEDIA TERMINAL 
GENERATES GUI SHOWING 
MULTIPLE CONTENT PROVIDERS 



USER/CUSTOMER SELECTS 
A CONTENT PROVIDER 



230 



232 



248 



T 



MEDIA TERMINAL 
GENERATES GUI SHOWING 
CONTENT AVAILABLE FROM 
SELECTED CONTENT PROVIDER 



T 



USER/CUSTOMER SELECTS 
PARTICULAR CONTENT THAT 
HE OR SHE WISHES TO VIEW 



T 



MEDIA TERMINAL 
COMMUNICATES DIGITAL 
RIGHTS NETWORK 



• CONTENT IS STREAMED 
TO MEDIA TERMINAL 
COMMERCE FUNCTIONS 
ARE EXECUTED 



250 



252 



254 



256 



FIG. 14 



Blakely, Sokoloff, Taylor & Zafman LLP (408) 947-8200 

Title: Multiple Content Provider User Interface 
1st Named Inventor: Jan Steenkamp 

Express Mail No.: EV 301790453 US Docket No.: 5782P028 

Sheet: 15 of 21 




FIG. 15 



CONTENT PROVinFR- 



252 



MOVIE 




MOVIE 




MOVIE 


#1 




#2 




#3 


I iss 




258 




260 






MOVIE 




MOVIE 




MOVIE 


#4 




#5 




#n 


262 




2M 







222 



— V 

FIG. 16 



o 
o 

CNJ 

oo 



3 



CO 

s 

CL 



CO 

o 



1 

s 

8 

<e 

CD 

•4— 

CL £ 

CO "O CD S 

31"| 

| -. = a .. 

— m w j_- 
2 v2 £«5 

33 « 8-5 
5P "ujw 





CD 



a> 



5 



o 
c 



CM 





o 
o 

00 



00 

o 



00 
CNJ 

o 

CL 

CM 
00 



0) 
J* 
o 

S 

CL £ 

H >- clot 
E - eg 

a) l: lu 
H c o 

to? 

» - z 2» 

CD I- W CO 




Blakely, Sokoloff, Taylor & Zafman LLP (408) 947-8200 

Title: Multiple Content Provider User Interface 
1st Named Inventor: Jan Steenkamp 

Sheet^g of 21° : EV 3 ° 1 790453 US D ° Cket N ° : 5782P028 



290 



RECEIVE COMMUNICATIONS FROM 
CABLE HEAD-END OF CONTENT 
DISTRIBUTOR 



292 



J 



T 



DISPLAY ICON ASSOCIATED WITH 
EACH CONTENT PROVIDER ON A 
DISPLAY DEVICE THAT THE CONTENT 
DISTRIBUTOR IS AUTHORIZED 
TO DISTRIBUTE 



294 



I 



MONITOR SELECTION OF A 
SELECTED CONTENT PROVIDER 
BY A USER/CONSUMER 



T 



DISPLAY ICONS/LISTS OF CONTENT 
AVAILABLE FROM SELECTED 
CONTENT PROVIDER 



T 



MONITOR USER/CUSTOMER 
SELECTION OF CONTENT 



T 



GENERATE USER REQUEST 



296 



298 



300 



302 



T 



CONVERT USER REQUEST 
INTO HTML REQUEST 



T 



COMMUNICATE HTML REQUEST 
TO DIGITAL RIGHTS NETWORK 



T 



DECODE AND DISPLAY CONTENT 
STREAM WHEN RECEIVED 



304 



306 



308 



FIG. 20 



Blakely, Sokoloff, Taylor & Zafman LLP (408) 947-8200 

Title: Multiple Content Provider User Interface 
1st Named Inventor: Jan Steenkamp 

Express Mail No.: EV 301790453 US Docket No.: 5782P028 

Sheet: 20 of 21 



INCLUDE ICON/LOGO OF CONTENT 
PROVIDERS THAT CONTENT 
DISTRIBUTOR IS AUTHORIZED 
TO DISTRIBUTE 



T 



RECEIVE CONTENT FROM A 
PLURALITY OF CONTENT PROVIDERS 
USING TCP/IP COMMUNICATION 
PROTOCOLS 



CONVERT RECEIVED CONTENT 

ON-THE-FLY TO FORMAT 
SUITABLE FOR DISTRIBUTION 
VIA CABLE NETWORK USING, 
E.G., ICTV OR VIRTUAL MODEM 
ORWORLDGATE 



T 



INTERFACE WITH DIGITAL 
RIGHTS NETWORK 



310 



312 



314 



316 



318 



FIG. 21 



Blakely, Sokoloff, Taylor & Zafman LLP (408) 947-8200 

Title: Multiple Content Provider User Interface 
1st Named Inventor: Jan Steenkamp 

Express Mail No.: EV 301790453 US Docket No.: 5782P028 

Sheet: 21 of 21 



STATIC MEMORY 



420 



NETWORK 
INTERFACE 
DEVICE 




VIDEO 
DISPLAY 




412 



CURSOR CONTROL 
DEVICE 



416 



DRIVE UNIT 



MACHINE-READ, 
MEDIUM 



AEJLE^ 




INSTRUCTIOI 



422 



>JHS — ^ 
42* 



.418 



SIGNAL GENERATION 
DEVICE 



FIG. 22 



